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Abstract. We consider actions of a group or a semigroup on a set, which
generalise the setup of discrete logarithm based cryptosystems. Such
cryptographic group actions have gained increasing attention recently
in the context of isogeny-based cryptography. We introduce generic al-
gorithms for the semigroup action problem and discuss lower and upper
bounds. Also, we investigate Pohlig-Hellman type attacks in a general
sense. In particular, we consider reductions provided by non-invertible
elements in a semigroup, and we deal with subgroups in the case of group
actions.
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1 Introduction

The discrete logarithm problem has a long and profound history (see [GJ21]
for a recent survey). In cryptography it has been playing a key role ever since
Diffie and Hellman have based the security of their famous protocol [DH76] on
the hardness of computing discrete logarithms modulo a large prime p. The
underlying group [ has then been generalized, most notably to the F,-rational
points on an elliptic curve, due to Miller [Mil86] and Koblitz [Kob87]. In fact,
while the discrete logarithm problem in the unit group Fy of a finite field can
be solved in subexponential time by index calculus algorithms (for an overview,
see [GKZ18)), the fastest known algorithm in a general elliptic curve is basically
a generic one that requires exponential time.

However, Shor’s quantum algorithm [Sho97] constitutes a polynomial time
attack on the discrete logarithm problem in any group (as well as on the inte-
ger factorisation problem). These observations, and reports on the progress in
building quantum computers now achieving a “quantum supremacy” [Aru+19),
underline the need for new concepts to build cryptosystems resistant to quan-
tum attacks. One of the most interesting approaches is based on isogenies of
supersingular elliptic curves (SIDH, [DJP14]), leading to the candidate SIKE in
the NIST post-quantum standardisation competition [Ala+20].



More recently, a commutative supersingular isogeny-based Diffie-Hellman
scheme (CSIDH, [Cas+18]) has been proposed as a more efficient variant, which
is based on the action of the class group of an endomorphism ring on isomor-
phism classes of elliptic curves. This is an example for an action of an abelian
group on a set, which as a framework suffices to build a Diffie-Hellman protocol,
as has been observed by Couveignes [Cou06] and independently by Rostovtsev
and Stolbunov [RS06,St010].

With a somewhat different background, Maze, Monico and Rosenthal have in-
troduced actions of commutative semigroups on sets [Mon02,MMRO07] in order to
generalise the discrete logarithm problem, one motivation being to find examples
that do not allow even an (exponential) square-root attack. The setup was further
investigated by the theses of the present authors, in which Zumbrigel [Zum08|
considered a generalisation to non-commutative semigroups and Gnilke [Gnil4]
showed how a Pohlig-Hellman like reduction applies to semigroups with non-
invertible elements, thus leaving group actions as a main object of study.

In this work, we revisit the concept of semigroup actions for discrete loga-
rithm based cryptosystems and connect it to recent proposals of isogeny-based
cryptography. In the case of abelian group actions, with a view towards iso-
genies, this has been considered by Couveignes [Cou06] and, more recently, by
Smith [Smil8] and Alamati et al [ADMP20]. Here we aim to take a slightly
more abstract viewpoint and introduce generic algorithms for the semigroup ac-
tion problem. We also investigate Pohlig-Hellman type reductions and consider
those provided by non-invertible elements in a semigroup and by subgroups in
the context of a group action.

2 Cryptographic semigroup actions

In this section we briefly recall the notion of a semigroup action and its appli-
cation to cryptography [Mon02, MMRO7].

By a semigroup we mean a set S with an associative binary operation (written
multiplicatively). A semigroup action with respect to a semigroup S and a set X
is given by a map

SxX =X, (s,x)— sz

such that st.x = s.(t.z) for all s,¢t € S and = € X. Considering for s € S the
transformation &,: X — X, x — s.z, this means that &, = @, 0 P, for s,t € S.
When there is such a semigroup action, then X is also called S-set.

Definition 1. Consider a semigroup S acting on a set X. The semigroup action
problem is the problem, for given x,y € X to find some s € S such that y = s.x.

So the semigroup action problem asks to find preimages of the “orbit map”
U,: S—- X, s—sx.

Suppose that S is a group and let S, = {s € S | s.x = z} be the stabiliser
subgroup of x € X. Then the orbit map induces a bijection S/, S, =% S.x of the



left cosets and the orbit. Thus solutions to the semigroup action problem in a
group are unique up to left congruence modulo the stabiliser.

Since we deal with cryptographic applications, we assume all structures to be
finite and that the semigroup action is efficiently computable. This means that
elements of the semigroup S and the set X are encoded by bit strings, and both
the semigroup operation and the action are computable in polynomial time.

Ezample 2. Consider a finite cyclic group (G, -) of order n, which may be seen
as a Z,-module. If we “forget” its additive structure, we have the action

(va')XG_)G, (Sag)HgS,

and the semigroup action problem is just the discrete logarithm problem in the
group G. Note that the action is efficiently computable by a square-and-multiply
method, provided the group operation is efficient.

In order to set up a Diffie-Hellman like key agreement, we need some way
to generate commuting elements of the semigroup S. For simplicity we assume
then that the semigroup is commutative, in which case we have to following key
agreement scheme:

Alice public Bob
reX
aeS — axelX
bre X be S
ka=a.(b.x) kp = b.(a.x)

Observe that both parties compute the same key ab.x = ba.x. Also notice that
in the case of Example 2 the scheme amounts to classical Diffie-Hellman.

Definition 3. Consider a commutative semigroup S acting on a set X. The
semigroup Diffie-Hellman problem is the problem, for given x,y,z € X to find
some k € X such that y = a.x, z=b.x and k = ab.x = ba.x for some a,b € S.

It is clear that if one can solve the semigroup action problem, then one can
break the Diffie-Hellman protocol, while the converse direction is not obvious.
There have been results on subexponential reductions in the classical case of
group exponentiation [Mau94,MW99], and recently on polynomial quantum re-
duction for abelian group actions [GPSV21].

Ezxample 4. In isogeny-based cryptography and CSIDH, a particular case of in-
terest is the action of an abelian group on a set X (cf. [Cou06,Cas+18,Smil18]).
In Couveignes’ work the group action is also assumed to be simply transitive,
and the semigroup action problem and the semigroup Diffie-Hellman problem
are called vectorisation problem and parallelisation problem, respectively; if those
are intractable, the set X is referred to as a hard homogeneous space.

It would be interesting to view SIDH also in the framework of a group action,
but this seems not to be obvious, cf. [Smil8, Sec. 15].



3 Generic algorithms

We use Maurer’s abstract model of computation [Mau05] to describe generic
algorithms for a semigroup action. Recall that in this model one specifies

— a ground set X,
— aset IT of certain operations f: X' — X of arity ¢t € {0,1,2,...},
— a set X of certain relations p C X* of arity ¢ € {1,2,... }.

There are internal state variables Vi, V5, ... storing elements in X. Computation
operations and queries can then be made for f € IT and p € X, using the internal
state variables as input (and operation output). We denote by C the set of all
constants, i.e., nullary operations X° — X.

Ezxample 5. Generic algorithms in a cyclic group of order n can be modeled using
X =2Z,, I =CU{+} and ¥ = {=}, and the discrete logarithm problem can
be described as the extraction problem to obtain the initial value z € V;.

Now let S x X — X be a semigroup action described by transformations
®,: X — X, which we view as unary operations. In the case of group actions we
then have the following result, which provides a generic lower bound of £2(1/n)
for the semigroup action problem in a set X of size n. Notice here that in light
of the bijection S/, S, == S.x induced by the orbit map, the semigroup action
problem can be modeled as an extraction problem.

Theorem 6. Let S x X — X be a free group action, let [T =C U {Ps | s € S}
and X = {=}. Then the success probability of any k-step extraction algorithm is
upper bounded by 1k*/|X|.

Proof (sketch). Following the proof of [Mau05, Thm. 1] it suffices to upper bound
the probability that a collision in the state variables occurs. These entries are
either of the form s.x for known s € S, or chosen constants y € X. Since the
action is free, we have s.xz = t.xz only if s = ¢, so the only way to provoke a
collision is if s.x equals some constant y. Since for a group action the maps @
are permutations of X, this probability is 1/|X]|.

If the algorithm computes u constants and v values of the form s.z, the
probability for a collision is thus at most uv/|X|. But since u+v < k we have
uv < %kQ, from which the result follows. O

In contrast, for proper semigroup actions the difficulty of the generic semi-
group action problem very much depends on the structure of the semigroup,
and ranges from efficient algorithms in O(logn) to lower bounds of 2(n), see
the examples below. From a cryptography perspective there are however issues
with applying those actions, as discussed in the next section.

Ezample 7. Let S be a semigroup, X a set and ¢: .S — X a bijection. Then we
can make X an S-set by letting

s.p(t) = p(st)



for s,t € S. We assume this action to be efficiently computable and think of
the inverse map ¢~ ! as “hidden”. For example, if G is a cyclic group with a
generator g of order n, we use the bijection ¢: (Z,, ) = G, s — g°. Let us look
at two further cases.

1. Suppose that (S,:) = ({1,...,n}, min) and we are given a semigroup action
problem instance x,y € X where y = s.z. Let a = ¢~ !(z) which we suppose
is known, e.g., a = n if x = @(n). Since y = s.x = s.p(a) = p(sa) =

p(saa) = sa.p(a) = sa.x, we may assume that s = sa, i.e., s < a. Then for
any t € S, t < a, there holds

t<s & t=ts & ta=tsa < @(ta)= p(tsa)
& tpla) =t(s.p(a) & tax=ty.

Hence, we can find s using binary search in O(logn).

2. On the other hand, define (S, ) = ({0,81,...,8m,1},A), where A is a semi-
lattice operation such that

OAs; =0, 1As;=s;, and s;As; =0 wheneveri#j,

and let 0 = ¢(0) and e = (1) in X. Consider a semigroup action problem
instance e,y € X where y = s.e. As s.e = s.p(1) = p(s1) = ¢(s) and ¢ is
bijective, there is a unique solution s. When using a generic algorithm we
may for t € S compute t.e = p(t) and t.y = t.(s.e) = ts.e = p(ts), where a
collision occurs only if ¢t = ts, which if s = s; means that ¢ € {0, s;}. Thus it
requires 2(n) steps to find any collision and thus information about s.
Note that this example is not interesting for a Diffie-Hellman type key agree-
ment, because the key k = a.(b.e) = b.(a.e) will usually be o.

Regarding upper bounds, Monico [Mon02] and Maze [Maz03] both mention
variants of time-memory trade-offs for special cases of the semigroup action prob-
lem. Monico describes an attack based on Brent’s cyclic finding algorithm for
the case of group actions, which achieves an expected running time of O(y/n).
Maze argues that semigroups with large subgroup can be attacked similarly by
excluding all non-units first and then employing Monico’s idea on the unit sub-
group. An alternative attack adopting Shank’s baby-step giant-step algorithm
has been proposed by Gnilke [Gnil4].

4 Pohlig-Hellman type reductions

Here we recollect the framework of Pohlig-Hellman type reductions from [Gnil4,
Sec. 4.3] and discuss a few special cases for cryptographic group actions.

Recall that the classical Pohlig-Hellman algorithm [PH78] essentially reduces
the difficulty of the discrete logarithm problem in a group G of order n to that
in a group of order the largest prime factor of n. The algorithm can be viewed
as applying multiplication-by-m maps

A Ly = Ly, S +—mMS



in order to reduce the problem to the action of the (smaller) ideal mZ,. The
following general concept captures this scenario and many others.

Definition 8. Let S and T be semigroups, let X be an S-set and 'Y be a T'-set.
A reduction (f, F,G) consists of maps f: S — T and F,G: X — Y such that

forallse S and x € X.

For example, in classical Pohlig-Hellman as above one has for m | n the
reduction (A, @, D), where &,,,: G — G, g — g™. Indeed, there holds ¢"* =
(9°)™ for s € Zy,, and g € G.

Given any reduction (f, F,G), an adversary who can solve the semigroup
action problem in T can restrict the search in S to preimages of the solutions in T’
under the map f. Indeed, given a semigroup action problem instance xz,y € X
where y = s.x, one reduces it to the instance G(x), F(y) € Y where F(y) =
f(s).G(z). (However, it is not clear that if F(y) = t.G(z) for some ¢t € T, there
always exists s € f~1(t) such that y = s.z, and the practicality of the reduction
is to be further discussed.)

We call a reduction effective if the maps f, F, G can be efficiently computed
and there holds 1 < |T'| < |S|. The next result describes a very general class of
reductions on semigroups.

Proposition 9. Let S be a semigroup, X an S-set and m € S. Then the triple
(A, P, 1d) forms a reduction. If S is a monoid, this reduction is effective iff m
18 a non-unit and the semigroup operation and action are efficient.

Proof. For all x € X and s € S there holds that
Am(8).x = ms.x = m.(s.x) = D (s.x).

The reduction maps the semigroup S onto its right ideal m.S, which is a proper
ideal iff A, is not surjective. O

Given any semigroup action we may apply these reductions recursively, until
we essentially arrive at semigroup ideals which are either groups or have a trivial
operation. These reductions constitute a threat to the security of a cryptosystem
based on proper semigroup actions.

Now we consider a second family of reductions, which also applies to group
actions. Let X be an S-set. Its automorphisms are the bijective maps ¢: X — X
such that ¢(s.x) = s.p(x) for all s € S, © € X. Suppose then that a group H
acts on X by automorphisms, i.e., we have

HxX—-X, (hyz)— hxa

satisfying h.s.x = s.h.x for h € H, s € S, x € X. Let X/~ be the set of its
orbits [x] = {h.x | h € H}. Then we have an action

SxX[~— X/~ (s,[z]) = [s.2].



In the sense of Definition 8 we deal here with reductions where S = T and where
F = G is a homomorphism of S-sets, in fact, F: X — X /~, x > [z] is the
canonical map.

Ezxample 10. Asin Example 2 consider the discrete logarithm setup of an abelian
group X of order n, i.e., we have the action of (Z,, ) on X by exponentiation.
Every group automorphism is also an automorphism of X as an Z,-set, thus any
subgroup H of the automorphism group of X gives rise to a “reduced” action

(Zn7')XX/N_>X/N7 (37[x})'_>[xé]

In the special case of H = {4-1} we have the orbits [z] = {x, 27!}, reflecting the
practice in elliptic curve cryptography to identify the points &P and thus use
only the a-coordinate [Mil86].

Does such a reduction weaken the security of the discrete logarithm problem
in groups for which the automorphism group has several subgroups, e.g., in
cyclic groups of order n where p(n) = |Z%| is smooth? Not necessarily. We
should mention here that the reduction is in general not effective, because the
equality of orbits may not be easy to check.

Finally, we note the case of abelian group actions as in CSIDH, cf. Example 4.
In this case, subgroups also provide a reduction as above, but there are difficulties
to exploit them, cf. [Smil8, Sec. 12].
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